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HOW BIG DATA INCREASES INEQUALITY
AND THREATENS DEMOCRACY

_ CATHY D'NEIL

/ ‘Wise, fierce and desperately necessary’
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\WeaPons oF MATH DesTrucTION (WMD) Is A TErM coINED BY CATHY O’NEIL IN HER BOOK PUBLISHED IN 20 16. |T REFERS
TO THE ALGORITHMS AND STATISTICAL MODELS THAT ARE INCREASINGLY USED TO MAKE DECISIONS AFFECTING INDIVIDUALS AND
SOCIETY, OFTEN IN WAYS THAT ARE OPAQUE, UNREGULATED, AND DAMAGING. THESE MATHEMATICAL TOOLS CAN PERPETUATE
INEQUALITY, REINFORCE DISCRIMINATION, AND CREATE FEEDBACK LOOPS THAT EXACERBATE EXISTING SOCIAL ISSUES. IN THIS
ARTICLE, WE WILL EXPLORE THE CONCEPT OF WEAPONS OF MATH DESTRUCTION, THEIR IMPLICATIONS, AND THE URGENT NEED FOR

TRANSPARENCY AND ACCOUNTABILITY IN THE ALGORITHMS THAT GOVERN OUR LIVES.



UNDERSTANDING WEAPONS OF MATH DESTRUCTION

WEeEAPONS OF MATH DESTRUCTION ARE CHARACTERIZED BY THREE KEY FEATURES:

1. OPACITY: THE ALGORITHMS ARE OFTEN PROPRIETARY AND NOT SUBJECT TO SCRUTINY, MAKING IT DIFFICULT FOR INDIVIDUALS
TO UNDERSTAND HOW DECISIONS THAT AFFECT THEM ARE MADE.

2. SCALE: THESE MODELS ARE APPLIED ACROSS VAST POPULATIONS, INFLUENCING MILLIONS OF LIVES AT ONCE, OFTEN IN
CRITICAL AREAS SUCH AS EDUCATION, EMPLOYMENT, AND LA\ ENFORCEMENT.

3. DAMAGE: THE OUTCOMES OF THESE ALGORITHMS CAN HAVE HARMFUL EFFECTS, PARTICULARLY ON MARGINALIZED
COMMUNITIES, PERPETUATING DISCRIMINATION AND INEQUALITY.

THE RISE oF ALGORITHMS IN DeCiSION-MAKING

IN RECENT YEARS, THE RELIANCE ON DATA-DRIVEN DECISION-MAKING HAS SKYROCKETED. ORGANIZATIONS ACROSS VARIOUS
SECTORS, INCLUDING FINANCE, HEALTHCARE, AND CRIMINAL JUSTICE, USE ALGORITHMS TO STREAMLINE PROCESSES AND MAKE
PREDICTIONS. W/HILE DATA ANALYTICS CAN PROVIDE VALUABLE INSIGHTS, THEY CAN ALSO CREATE SIGNIFICANT PITFALLS IF
NOT MANAGED CAREFULLY.

- DATA COLLECTION: THE PROLIFERATION OF BIG DATA HAS MADE IT EASIER TO COLLECT VAST AMOUNTS OF INFORMATION
ABOUT INDIVIDUALS. HO\X/EVER, THIS DATA IS OFTEN FLAWED OR BIASED, LEADING TO INACCURATE MODELS.

- ALGORITHMIC BIAS: ALGORITHMS CAN INHERIT BIASES PRESENT IN THE DATA THEY ARE TRAINED ON. FOR EXAMPLE, IF A
PREDICTIVE MODEL IS TRAINED ON HISTORICAL DATA THAT REFLECTS SOCIETAL BIASES, IT CAN PERPETUATE THOSE BIASES IN ITS
PREDICTIONS.

ExAMPLES oF WEAPONS oF MATH DESTRUCTION

SEVERAL HIGH-PROFILE EXAMPLES ILLUSTRATE HOW WMDS CAN HAVE DEVASTATING CONSEQUENCES:

1. PrReDICTIVE PoOLICING

PREDICTIVE POLICING USES ALGORITHMS TO FORECAST WHERE CRIMES ARE LIKELY TO OCCUR, OFTEN RELYING ON HISTORICAL
CRIME DATA. HO\X/EVER/ THIS APPROACH CAN LEAD TO OVER~POLICING IN CERTAIN NEIGHBORHOODS, REINFORCING RACIAL AND
SOCIOECONOMIC DISPARITIES.

- Case STupY: IN CHICAGO, THE “STRATEGIC SUBJECT LIST” IDENTIFIED INDIVIDUALS MORE LIKELY TO BE INVOLVED IN GUN

VIOLENCE BASED ON HISTORICAL DATA. CRITICS ARGUE THAT THIS SYSTEM DISPROPORTIONATELY TARGETS MINORITIES,
LEADING TO INCREASED SURVEILLANCE AND ARRESTS WITHOUT ADDRESSING THE ROOT CAUSES OF CRIME.

2. CREDIT SCORING

CREDIT SCORING ALGORITHMS DETERMINE AN INDIVIDUAL'S CREDITWORTHINESS, IMPACTING THEIR ABILITY TO SECURE LOANS AND
HOUSING. THESE MODELS OFTEN RELY ON DATA THAT CAN BE BIASED AGAINST CERTAIN GROUPS.

- DISCRIMINATION IN LENDING: RESEARCH HAS SHOWN THAT INDIVIDUALS FROM MARGINALIZED COMMUNITIES MAY BE UNFAIRLY
PENALIZED BY ALGORITHMS, LEADING TO HIGHER INTEREST RATES OR OUTRIGHT DENIAL OF CREDIT.



3. JoB RECRUITMENT ALGORITHMS

MANY COMPANIES USE ALGORITHMS TO SCREEN JOB APPLICATIONS, WHICH CAN STREAMLINE THE RECRUITMENT PROCESS BUT
ALSO PERPETUATE EXISTING BIASES.

- Case STupy: IN 2018, AMAZON SCRAPPED ITS Al RECRUITMENT TOOL AFTER DISCOVERING THAT IT FAVORED MALE
CANDIDATES, REFLECTING THE GENDER BIAS PRESENT IN THE DATA USED TO TRAIN THE ALGORITHM.

THE CONSEQUENCES OF WEAPONS OF MATH DESTRUCTION

THE IMPLICATIONS OF W/MDS EXTEND FAR BEYOND INDIVIDUAL CASES, AFFECTING ENTIRE COMMUNITIES AND SOCIETAL
STRUCTURES:

1. PERPETUATING INEQUALITY

WMDs OFTEN EXACERBATE EXISTING INEQUALITIES BY SYSTEMATICALLY DISADVANTAGING ALREADY MARGINALIZED GROUPS.
THESE ALGORITHMS CAN CREATE A CYCLE OF DISADVANTAGE THAT IS DIFFICULT TO ESCAPE.

- FeepBACK LooPs: W/HEN BIASED ALGORITHMS LEAD TO NEGATIVE OUTCOMES, THEY CAN REINFORCE THE VERY CONDITIONS
THAT THE ALGORITHMS WERE DESIGNED TO PREDICT, MAKING IT EVEN HARDER FOR AFFECTED INDIVIDUALS TO IMPROVE THEIR
CIRCUMSTANCES.

2. ErosION oF PrIVACY

AS ALGORITHMS BECOME MORE PREVALENT, THE DATA USED TO TRAIN THEM OFTEN COMES FROM INVASIVE SOURCES, LEADING
TO SIGNIFICANT PRIVACY CONCERNS.

- SURVEILLANCE: THE USE OF PREDICTIVE ALGORITHMS IN AREAS LIKE POLICING AND MARKETING RAISES ETHICAL QUESTIONS
ABOUT CONSENT AND THE EXTENT TO WHICH INDIVIDUALS ARE MONITORED.

3. LACKk OF ACCOUNTABILITY

THE OPACITY OF ALGORITHMS MAKES IT CHALLENGING TO HOLD ORGANIZATIONS ACCOUNTABLE FOR THEIR DECISIONS, LEAVING
INDIVIDUALS WITH LITTLE RECOURSE WHEN HARMED BY THESE SYSTEMS.

- LeGAL AND ETHICAL CHALLENGES: CURRENT LEGAL FRAMEWORKS OFTEN STRUGGLE TO ADDRESS THE NUANCES OF ALGORITHM-
DRIVEN DECISION~MAKING, LEADING TO A GAP IN ACCOUNTABILITY.

ADDRESSING THE PROBLEM

TO MITIGATE THE HARMS ASSOCIATED WITH WEAPONS OF MATH DESTRUCTION, SEVERAL KEY STRATEGIES CAN BE ADOPTED:

1. PROMOTING TRANSPARENCY

TRANSPARENCY IS ESSENTIAL FOR BUILDING TRUST IN ALGORITHMIC SYSTEMS. ORGANIZATIONS SHOULD BE REQUIRED TO



DISCLOSE HOW THEIR ALGORITHMS WORK, THE DATA USED, AND THE POTENTIAL BIASES INVOLVED.

- ALGORITHMIC AUDITS: REGULAR AUDITS OF ALGORITHMS CAN HELP IDENTIFY AND RECTIFY BIASES BEFORE THEY CAUSE HARM.

2. ESTABLISHING ETHICAL GUIDELINES

DEVELOPING ETHICAL GUIDELINES FOR ALGORITHM DESIGN AND IMPLEMENTATION CAN HELP ENSURE THAT THESE TOOLS ARE USED
RESPONSIBLY.

- INTERDISCIPLINARY COLLABORATION: INVOLVING ETHICISTS, SOCIAL SCIENTISTS, AND COMMUNITY REPRESENTATIVES IN THE
DESIGN PROCESS CAN HELP CREATE MORE EQUITABLE SYSTEMS.

3. ENCOURAGING PUBLIC ENGAGEMENT

ENGAGING THE PUBLIC IN DISCUSSIONS ABOUT ALGORITHMIC DECISION-MAKING CAN RAISE AW ARENESS ABOUT POTENTIAL HARMS
AND FOSTER COLLECTIVE ACTION.

- COMMUNITY ADVOCACY: GRASSROOTS ORGANIZATIONS CAN PLAY A CRITICAL ROLE IN ADVOCATING FOR FAIR PRACTICES
AND HOLDING ENTITIES ACCOUNTABLE FOR THEIR USE OF ALGORITHMS.

CONCLUSION

\W/EAPONS OF MATH DESTRUCTION REPRESENT A SIGNIFICANT CHALLENGE IN OUR INCREASINGLY DATA-DRIVEN WORLD. WHILE
ALGORITHMS HOLD THE POTENTIAL FOR INNOVATION AND EFFICIENCY, THEY ALSO POSE SERIOUS RISKS TO JUSTICE AND
EQUALITY. BY PROMOTING TRANSPARENCY , ESTABLISHING ETHICAL GUIDELINES, AND ENCOURAGING PUBLIC ENGAGEMENT, WE CAN
\WORK TOWARDS A FUTURE WHERE DATA-DRIVEN DECISION-MAKING SERVES TO UPLIFT RATHER THAN HARM INDIVIDUALS AND
COMMUNITIES. THE FIGHT AGAINST W/MDs IS NOT JUST ABOUT TECHNOLOGY; IT IS ABOUT ENSURING A FAIRER, MORE EQUITABLE
SOCIETY FOR ALL.

FREQUENTLY AskeD QUESTIONS

\WHAT ARE ‘WEAPONS OF MATH DESTRUCTION'?

W/EAPONS OF MATH DESTRUCTION REFER TO ALGORITHMS AND MATHEMATICAL MODELS THAT ARE OPAQUE, UNREGULATED, AND
HAVE HARMFUL IMPACTS ON SOCIETY, OFTEN DISPROPORTIONATELY AFFECTING MARGINALIZED COMMUNITIES.

How Do WEAPONS OF MATH DESTRUCTION IMPACT EDUCATION?

IN EDUCATION, THESE ALGORITHMS CAN UNFAIRLY ASSESS STUDENTS' ABILITIES, LIMIT OPPORTUNITIES FOR MARGINALIZED
GROUPS, AND PERPETUATE SYSTEMIC INEQUALITIES THROUGH BIASED DATA-DRIVEN DECISIONS.

CAN YOU GIVE AN EXAMPLE OF A WEAPON OF MATH DESTRUCTION IN HIRING
PROCESSES?

AN EXAMPLE IS THE USE OF AUTOMATED RESUME SCREENING TOOLS THAT FAVOR CERTAIN KEYWORDS OR EXPERIENCES, WHICH
CAN DISADVANTAGE CANDIDATES FROM DIVERSE BACKGROUNDS WHO MAY NOT FIT TRADITIONAL MOLDS.



\WHAT ROLE DOES OPACITY PLAY IN THE DANGERS OF THESE ALGORITHMS?

OPACITY MEANS THAT THE DECISION-MAKING PROCESSES OF THESE ALGORITHMS ARE NOT TRANSPARENT, MAKING IT DIFFICULT
FOR INDIVIDUALS TO UNDERSTAND HOW DECISIONS ARE MADE OR TO CONTEST THEM.

WHAT ARE THE POTENTIAL CONSEQUENCES OF USING WEAPONS OF MATH DESTRUCTION
IN CRIMINAL JUSTICE?

IN CRIMINAL JUSTICE, THESE ALGORITHMS CAN LEAD TO BIASED PREDICTIONS OF RECIDIVISM, RESULTING IN UNFAIR SENTENCING
AND PAROLE DECISIONS THAT DISPROPORTIONATELY AFFECT PEOPLE OF COLOR.

How CAN SOCIETY MITIGATE THE RISKS ASSOCIATED WITH WEAPONS OF MATH
DESTRUCTION?

MITIGATION CAN INVOLVE IMPLEMENTING REGULATIONS THAT PROMOTE TRANSPARENCY IN ALGORITHMS, CONDUCTING REGULAR
AUDITS FOR BIAS, AND ENSURING DIVERSE DATASETS ARE USED IN TRAINING MODELS.

W/HAT IS THE SIGNIFICANCE OF ACCOUNTABILITY IN THE USE OF MATHEMATICAL
MODELS?

ACCOUNTABILITY ENSURES THAT ORGANIZATIONS USING THESE MODELS ARE HELD RESPONSIBLE FOR THEIR IMPACTS, PROMOTING
ETHICAL PRACTICES AND THE RECTIFICATION OF ANY HARM CAUSED BY FLAWED ALGORITHMS.

How DOES THE CONCEPT OF FAIRNESS RELATE TO WEAPONS OF MATH DESTRUCTION?

FAIRNESS RELATES TO ENSURING THAT ALGORITHMS DO NOT PERPETUATE EXISTING INEQUALITIES, THIS INVOLVES DESIGNING
MODELS THAT ACTIVELY WORK TO PROMOTE EQUITY RATHER THAN EXACERBATING BIASES.

\WHAT CAN INDIVIDUALS DO TO ADVOCATE AGAINST WEAPONS OF MATH
DESTRUCTION?

INDIVIDUALS CAN ADVOCATE FOR GREATER TRANSPARENCY, SUPPORT POLICY CHANGES FOR RESPONSIBLE ALGORITHM USE, AND
ENGAGE IN DISCUSSIONS ABOUT ETHICAL DATA PRACTICES TO RAISE AWARENESS OF THESE ISSUES.
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